Instructions for downloading and installing the Secure Client for VPN connections to CDC.

These instructions are assuming that the PC is setup and working on your ISP, using existing ISP supplied DNS configuration.  The VPN client will take care of DNS lookups for anything inside CDC’s network. No user changes are necessary.

If you are an existing VPN user, you should uninstall the existing Checkpoint Secure Remote client and reboot your machine, then start the installation of the new Checkpoint NG client.  You MUST download the Checkpoint VPN client from the CDC site, http://securid.cdc.gov/UserSupport.htm.  This self extracting Secure Client file SecureClient_AI_R56.exe was custom built for CDC VPN users and integrates all of the DNS and server addressing topology.  

If you are experiencing problems with the client uninstall or installation process you can also download the cpclean utility from the site http://securid.cdc.gov/UserSupport.htm.  This utility will remove all previous instances of the Checkpoint client from your machine.
Double click the executable file.  This will start the Checkpoint installation wizard by displaying the License Agreement:

Click “Yes” for the license agreement. 
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The next screen will allow you to select a different destination folder if necessary. 
Click “Next”
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Your installation of Secure Client will now complete, and your computer will automatically reboot.  Creation of a VPN site is not necessary, as this was automatically completed by the Checkpoint installation wizard.  

After the machine reboot, double click the key with the red X in the system tray.
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Enter your CDC UserID in the “User name” field.
Your 4 digit ACE server PIN in the “PIN” field.

Your 6 digit keyfob tokencode in the “Tokencode” field.

Next click “Connect”
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Now the red X should be gone and just a key remaining in the system tray.  Which means you have established a successful connection to CDC’s VPNServer.
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The Checkpoint VPN Secure Client will start as a service automatically.  If you prefer that is doesn’t, please go to services and change the Check Point SecuRemote WatchDog service to “Manual”.

If after getting a VPN tunnel established, you are experiencing slowness, or timeouts from within your browser to intranet web sites, open Windows Explorer and go to C:\Program Files\CheckPoint\SecuRemote\bin and run MtuAdjust.exe.  

Click “Yes”
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Try lowering the MTU setting to 1300, and choose “OK”.
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After rebooting, try again.
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